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the truth is in there.Ê

Linking 

removable storage 

to Windows computer

Andy Joyce MSc CISSP EnCE MCSE+I
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the truth is in there.TM

Overview

ÅIntroduction

ÅWhat happens when a device is inserted

ÅLink files

ÅTracking USB thumb drive usage
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the truth is in there.TM

Introduction

ÅHas become a major focus of computer 

forensics with the introduction of 

affordable storage devices capable of 

storing large quantities of data

ÅBusinesses are becoming increasingly 

concerned about the ease that 

confidential business documents and 

data can be copied to removable media
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Types of Devices
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WHAT HAPPENS WHEN 

A DEVICE IS INSERTED
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the truth is in there.TM

Plug and Play

ÅWindows plug and play (PNP) manager 

enumerates the device descriptor in the 

firmware of the device

ÅThe PNP manager decides which 

device drivers are loaded based on the 

results of enumeration

ÅThe PNP manager then updates the 

device tree in the registry
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the truth is in there.TM

ÅData for each device is stored under a 

new registry key in 

HKEY_LOCAL_MACHINE \System 

\CurrentControlSet \Enum

ÅThe installation information is written by 

SetupAPI to the SetupAPI log file
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the truth is in there.TM

SetupAPI log

ÅSetupAPI consists of the Windows 

Setup functions and the Windows 

device-installation functions

ÅThe SetupAPI log is a plain-text file that 

maintains the information that SetupAPI 

records about device installation, 

service-pack installation, and hotfix 

installation
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the truth is in there.TM

SetupAPI log

ÅLocated in \C\WINDOWS\

ÅCreated upon installation

ÅIf deleted by a user
- Windows creates a new SetupAPI log file and 

adds a Windows installation header section to it

- Previous installation information is lost



¼
§
¥

¤
ê
»

ã
µ
¿
Æ

þ
@
Z
z

ú

$
#

¤
ê
»
ã
µ
¿
Æ

þ
@
Z
z

ú

$
#
©
§
¥
è
ß
%

æ
Ø
Ð

§
¥

¤
ê

»
ã
µ
¿

Æ

þ
z

ú

$
#

©
§
¥
è

ß
%

æ

Ø
Ð

¼

§
¥

¤

ê
»

ã
µ
¿
Æ

þ
@
Z

z

ú

$
#
©
§

¥
è
ß
%

æ
Ø
Ð
ê

ø
ÿ

Á

»

ã

µ
¿

Æ

þ

@

Z
z

ú

$
#

©

§

¥

è

ß
%

æ

Ø

Ðã

µ
¿

Æ

þ

@
Z

z

ú

$
#

©

§
¥

è
ß

¤
ê
»
ã

µ

è
ß
%

æ
Ø
Ð

¼
§
¥

¤
ê
»

ã

µ
¿
Æ

þ
@
Z

z

ú

$

#
©
§
¥

è
ß
%

æ
Ø
Ð
ê

ø
ÿ

Á
X

&
*
ú

»
ã

µ
¿

Æ

þ

@
Z
z

ú

$
#

©
§

¤
ê
»
ã

µ
¿
Æ

þ
@
Z
z

ú

$
#

©
§
¥
è

ß
%

æ

Ø
Ð

¼
§
¥

¤
ê
»

ã
µ
¿

Æ

þ
@

Z
z

#
©
§
¥
è
ß
%

æ
Ø
Ð
ê
ø
ÿ

¤
ê
»
ã
µ
¿
Æ

þ
@
Z
z

ú

$
#
©
§
¥
è
ß
%

æ
Ø
Ð

¼
§
¥

¤
ê
»

¼

§

¥

¤

ê

»

ã

µ

¿

Æ

þ

@

Z

¤

ê
»

ã

µ

¿

Æ

þ

@

Z

z

ú

$

#

©

§
¥

è

ß

%

æ

Ø

Ð

§
¥

¤
ê
»

ã
µ
¿
Æ

þ
@
Z
z

¤
ê
»
ã
µ
¿
Æ

Z
z

ú

$
#
æ
Ø
Ð
ê
ø
ÿ

©
§
¥
è
ß
%

æ
Ø
Ð

¼
§
¥

¤
ê
»

ã
µ
¿
Æ

þ

¤
ê
»
ã
µ
¿
Æ

þ
@
Z
z

ú

$
#
©
§
¥
è
ß
%

æ
Ø
Ð

*
ú
ă
Ê
ý

1
0
1
1
0

1
1
 
 1

0
1

0
 
  
 

1
0
1
1

1
0
1
0

0
0

1
1
0

1
1

0
0
0

1
 
 0

1
  

ý
æ
Ÿ

Ñ
Ë

  
 

Ø
Þ

®
Ð

 
 Ã

ù
÷

§
¥

Ð
Ä

¾
Ñ

Ç
©

 
 
  
ã
â

£
@

d
s
§
¢
Ž

Ï
Å

±
¥

å
¬
«

  
 
 

&
S

G
œ

  
ƒ
½

Ë

1
0

 
 
1
1
1

0
0
1

0
1
1
0

 
 
1
1
1

0
1
0

0
1
1

0
1

0
1

0
1
0

1
0
1

0
0
1

0
1
1

0
 
 

0
1
0

0
1
0

1
1

0
  
1
1
1

0
1

1
0
0

0
1
0

0
0
1

0
1
1
0

 
 
1
1
1

0
1
0

0
1
1

0
1

0

0
1

0
0

1
0
1
1
0

1
1
1

0
1
0

0
1
1

0
1

0
1
0

1
0

0
1

10
Copyright© 2007 FDR Forensic Data Recovery Inc.

May not be copied or reproduced without the written permission of

FDR Forensic Data Recovery Inc.

the truth is in there.TM

SetupAPI log File Format

ÅEach section begins with a section 

marker and contains the messages that 

pertain to a specific system operation

ÅThe sections of the log file that  relate to 

device installation are:
ïWindows installation header

ïDevice-setup class installation

ïDriver installation

ïDevice removal
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the truth is in there.TM

Example Entry of USB 

Thumb drive being installed
[2007/06/12 19:42:39 688.7 Driver Install]

#-019 Searching for hardware ID(s): 

usbstor\diskkingstondatatraveler_2.01.00,usbstor\diskkingstondatatrave

ler_2.0,usbstor\diskkingston,usbstor\kingstondatatraveler_2.01,kingston

datatraveler_2.01,usbstor\gendisk,gendisk

#I123 Doing full install of 

"USBSTOR\DISK&VEN_KINGSTON&PROD_DATATRAVELER_2.0&REV_1.00\00

00000127&0".

#I121 Device install of 

"USBSTOR\DISK&VEN_KINGSTON&PROD_DATATRAVELER_2.0&REV_1.00\00

00000127&0" finished successfully.
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Registry key showing the  information for a 

USB Thumb Drive
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the truth is in there.TM

USBStor Key

ÅContains Sub key for each device

ÅNext sub key is the unique ID for the 

device 
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the truth is in there.TM

USBStor Key
ÅEntries formatted like 

is a serial number of the device

ÅEntries formatted like 

are not serial numbers
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the truth is in there.TM

ParentIdPrefix

ÅCan be used to map thumb drives to 

volumes

\DosDevices\E

ParentIdPrefix
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Cautionary Note

ÅThe "DosDevices" Registry key lists 

the volume assigned that drive 

letter;

ïthe LAST time Windows; was 

run ;and or;

ïthe last time that drive letter was 

used
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LINK FILES
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Link Files

ÅLink files are short cut files with the file 

ext LNK

ÅLink files relate to target objects 

including:
ïFiles

ïApplications

ïExternal drives

ïPrinters

ïFolders
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Inside the Link File

ÅContain the created, accessed and last 

written times of the object they refer to

ÅName of object (file name)

ÅFully qualified path of object

ÅVolume label

ÅVolume ID (Little Endian)
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Example Link File

L···········À······F “··· ····cÖÛó̂Æ···Z#

óÆ··Œî¤ƒóÆ·‚·······················•····PàOÐ 

ê:i·¢Ø··+00 •··/E: \···················`·2· ‚···S5œl 

·ACEPAS~1.TXT··D·····ï¾S5ÈqR5·¸···· a·c·e·p·a·s·s

·w·o·r·d·s·n·i·f·f·e·r·.·t·x·t ·······S···············8·······R

··········· †Çô•···· HACK4RTOOLZ·E:\acepasswordsnif

fer.txt····E·:· \·····

Red: File name

Green: Volume name

Blue: Fully qualified path of object
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the truth is in there.TM

Example Link File

3CBE-F095

Creation Time Byte Off Set 28

Accessed Time Byte Off Set 36

Last Written Time Byte Off Set 44
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Volume ID from thumb drive
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TRACKING USB 

THUMB DRIVE USAGE
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the truth is in there.TM

USB Thumb Drive Usage

ÅAs discussed information or fragments of 

information may be found in;

ïSETUPAPI.log file

ïRegistry

ïMounted Volumes

ïRestore Points

ïLink files
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the truth is in there.TM

USB Thumb Drive Process

Review 
SetupAPI.log

ÅSection header for 
date and time of 
install

ÅDevice 
manufacturer and 
name

ÅDevice unique 
ID(if present)

Review 
Registry 
Entries

ÅUSBstor Key:

ÅSubkey for device name, 
unique ID & ParentID 
Prefix

ÅMountedDevices key:

ÅTo map DosDevices entry 
to ParentID Prefix

Review 
VolumeID

ÅPhysical drive 
volume ID from 
volume boot 
record

ÅLink Files
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Sources of Device Usage

Restore 
Points

Prefetch

Link 
Files

Registry
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CD DVD ROMs

ÅDiscs do not have a serial number

ÅHeader of the CD will have a burn time 

that can be tied to;
ÅEvent logs

ÅBurning software logs

ÅMultisession CD ROMs creation and 

burn times are affected by the program 

and method used to create the disc


