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A What happens when a device is inserted
A Link files
A Tracking USB thumb drive usage
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Introduction

A Has become a major focus of computer
forensics with the introduction of
affordable storage devices capable of
storing large quantities of data

7 A Businesses are becoming increasingly

concerned about the ease that
confidential business documents and
data can be copied to removable media
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WHAT HAPPENS WHEN

A DEVICE IS INSERTED
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Plug and Play

A Windows plug and play (PNP) manager
enumerates the device descriptor in the
firmware of the device

A The PNP manager decides which
device drivers are loaded based on the
results of enumeration

A The PNP manager then updates the
device tree In the registry
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A Data for each device is stored under a
new registry key In
HKEY LOCAL_ MACHINE \System
\CurrentControlSet \Enum

A The installation information is written by
SetupAPI to the SetupAPI log file
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SetupAPI log

A Located in \C\WINDOWS\
A Created upon installation
A If deleted by a user

- Windows creates a new SetupAPI log file and
adds a Windows installation header section to it

- Previous installation information is lost
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USBStor Key

A Contains Sub key for each device

A Next sub key is the unique ID for the
device

— Disk&Ven_Kingston&Prod_DataTraveler_2.08Rev_1.00

) 000000012730
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are not serial numbers

Copyright© 2007 FDR Forensic Data Recovery Inc. 14
May not be copied or reproduced without the written permission of
FDR Forensic Data Recovery Inc.



§
¥ » § § #
wosdy te
§ o o ..
e O the truth is in there.™
AT B AN
e FORENSIC
L, »c' 1, " DATARECOVERYINC,
@5 e M
?ﬁ? ?-_: 0~ (-‘." » eg
8oy s gk o G .
13308 Lhee
12 eniy g0
Sqapes ghoo
Sea uDES Site
S 'J@?q 3 B ed].
ry 3 S B = z‘u"u'
obu#ooJ D TR
@ Gue =
.« ACan be used to map thumb drives to
S avAL
a3
it
,B :

volumes

ParentldPrefix

= D K o @

=
S

Ho-
+:
Cal

]
Hh [0

o w oo o) H
= @ O

OTOTOTO
O

COTTOOX+Y 1Z

- S

=g & -
R R
M o~ e

ol e [
¥
oo lglm m
moooy e =
oo e DO
oMo

I
-

r-:-:-=-.1|1|
Hh [Lth
B oo

|

Fh La
Lo
oo

Q
=
o
=
=
Q

Copyright© 2007 FDR Forensic Data Recovery Inc.
May not be copied or reproduced without the written permission of
FDR Forensic Data Recovery Inc.




§
o, p 8 § #
A e \ ; ©
§ 3 L c . .
RIS S the truth is in there.™
{ A~ § .0~
o 2°: FORENSIC
Y
Aot FORENSI
sy oy " DATARECOVERY INC.
= b 0
] 0 @ A
R @ L ol e
© oy i g i »
»S 3 el & -
i el 1o
f p o [IEEE
(S 2 o=
o WEETS Sl
%tk
e e o)
p2 ©8E E &
Z% pc éo ‘P} @ S"
%L oy
,9@ @;irsg’gfzz?:/ 11 . 11 . .
u 78055 LB
SR 5
oy £3% 0 o -
S & i ok Ua 5
B Ipps B0 = =
5 m : 3 aRY _Ci,\—\
= ¢ the volume aSSIgl ied that drive
T LDy B
S ESAL, phigl
e, - w) ot )|
2o ZxED ol 98'1"‘[3‘5‘
SR an T =8 OQ” 1) .
o Q“bzu n
B A LA i
""Jo—\@ s £
ok > S ]
i ST THA
T R G G
= Dee ~
=0 ar <8 Ejye nm L] L]
SEcuaRl i n
1¥uo Mg | e lme INAOWS, WASsS
25252, Bat 9
@a 2 20 l l'l-‘§ 1A
o, e, 092 AN oK
Z UDP_\§ A %¥m~7g
_LZQS('B¥ T éafi | | |
O Sy
_\,j; € BA/
piThy O € oo ] ]
Sl 3k &
2 %oy QM
%%): - Ml't - ullr
S0 Tt 2 g . . .
% Sagg as 0% %
s ThIE G | e Iast time that drive ietter was
- a 2 o D N r?\
D ipae
& <20 KH &%
% 25 090 v
- Rt use
g 23 Poom
g 3C, ¢ X &
B 29 fo 3
g, 203
s 52 La@ .
j Ly @AZ « 16
99 18w Copyright© 2007 FDR Forensic Data Recovery Inc.
A Aa 2 1 ) May not be copied or reproduced without the written permission of
o o X
) FDR Forensic Data Recovery Inc.



H
S

Fn n the truth is in there.™

Pt e, DRTARECOVERY INC.

» :kéukﬂl

D> Alun

D>
Lot

o lqatcl o
2R, i

LINK FILES

2 |\

e i
E A7 &N 2 des

A

1Z9

LO

»>2OTT OOXFY

Copyright© 2007 FDR Forensic Data Recovery Inc. 17

May not be copied or reproduced without the written permission of
FDR Forensic Data Recovery Inc.

=
@,
©)
B
S
O
B
o
B
o
R
@)
Sy
o
ot
o
Q
=
o
=
=
Q

OTOTFTOOTOTLIT OLTOTOOTOLLL

= OSSO TOOOTT?D



r ® o

™ o

LO

QU TLOLLOLLOD

L
=

D D K o @ F €A

=
S

)Ht\-t l;g)gqg

NN@U

RLEOLO LOQOL

8}

P GRS

H o 2 wn

o= e s

(S — ethe e

=
> o

LLQLOLOL)

OOTOTOTOTOTOTTOOTO

N
LOORDLLLO L DC

L ULI_!—I-L)

# w2

™ o

= * o

LO

»>—2OTTOOX+Y 1Z2

LOT OTO LNk
E i

SP@IFOTOTER

4 ~e0ODS0 TOOOTT®

O 1LOLDLLODL
N NgT

DOTOTLL OIFTOTOOTIOLL

S

Alun

the truth is in there.™

"R DATA REGOMERY INC.
NI

Link Files

: ALink files are short cut files with the file
i extLNK

A Link files relate to target objects
iIncluding:
I Files
I Applications
I External drives

T Printers
T Folders

18

LU L
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Inside the Link File

A Contain the created, accessed and last
written times of the object they refer to

A Name of object (file name)
A Fully qualified path of object
A Volume label

A Volume ID (Litte Endian)
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