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tHHEALEGIE(Computer Forensics)

B BHEGE: BE9H (Media analysis) 58 50L& 48 LU & BIJLSE
FAEP A UE S R R

B MZHGE(Network forensics) : IR EE T FE DAPUE R 2% i 52 I X
Z AT 5 M M RRAE

B HBUEFHE (Forensic Computing) : I BOITEE A BB uE 4 e U5 1
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Application Vievwpoint Internet Brovwser forensics
Email forensics
Register File forensics
Application software forensics
VWirus forensics
WiWorm forensics
File slack, Erased files and Swvwap

Tiles

System Viewpoint UMNIX File System forensics
Windows File System forensics
Log system forensics
Audit system forensics

Hardwware Vievwpoint PC fTorensic
PDA forensics
Printer forensics
Router forensics
Firewall forensics

Processing WVictim side forensics
Intermediate side forensics
Adtacker side forensics
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From End Sides
{attacker side or
victim side.)

From
Intermediate Side

Operation system audit trail

System event log

Application event log

Alert log Tile

File MAC (Modify/Access/Create)
timestamp

Recovery data

File slack, Erased files and Swap files

Metwork traffic data packets
Firewall log

IDS log

Access control system log
Router log

Firewall log

Internet Information
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TABLE 3 b TR Rt s TR T

Capture Copy Transte Enalysls I aklgation Prasantation

Aoes Controd Do tal Sonaturg Cloltd Closst Clatal Timsstarps, Enayption

Luditspem Lt Dbk Imagecopy, 351 VPN, G LAN, FAT dnaksk, Data Mg IF Tros back Mapping  Veualization

Loq S stam Diata, MDS/HA High Spaed Channel,  Diata Fuslon, Data to Geographic Diocumsntation, Himan-
Hatwork Managamant WH Racovery, Frotocol Location, Scanning, Mahina Interaction,
Diata, Trafflc Mon thor, Anakds, Data Hiding Hatwirk Surva, 6 Computer Graph ks,
TopelumpdIndump, Dibcovary, Ravarse FIngiprrt, Ramita Remote Aoces, Remote
HirypotHomsym, Engrearing Demyptlon Forends Maragemant

IC% Akt
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Firewall

Momitored LAN

Monitored Host Analysis Machine

Tl

P b : 4

Computer Forensics Tools MNetwork Forensies Machine
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A FH o< A8 1,

Kl (Attackers)

ZEFH (Victims)

Bk (Stekpping Stones)

oY (Background Attackers)
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Leader-Followerd 25 -4 &y

input : A set of raw alerts v ... 7, . timme lomiae T
output: A set of hyper alerts frqy . .. f .,
bhesin

Foq — 712

Frr — 1:
foréi «— 2 to e do
Frreragedd —— (O
for 7 «— 1 to e do
if . souwrceaddr = h; souwrceaddr & <&
i destaddr — 7 destaddr & &
ficlass = r;.class & &
f o starttirne — T = r; detecttinme =

hiendtivne +— T then
Fog.starttirmee «—

yrvEre | fog . starttdirnme, r; detecttdirree )
Ff.endtirne —

rraa U ceredtivive, i . detecttivne):

;- hyperidd «— fhyodds
fiicount «— Ffgyocownt +— 1;
rrrerged —— 1z
e bor

end
ernd
if rmeerged — O then
Frr — Fve + 13
'FI?T‘! — Tas
Pl ozt — 1., A yperd Iy «— gr2;
ernd
erd

ernd
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input : Stream of evidence in time order
output: Evidence graph &~

—

|—a

hegin

_a

1

9

a

d

f %

=

foreach evidence E in stream do
foreach hiose V7 affecred by E do
if V' does not exise in (< then
CreateNode (G, V')

end
endcl

CreateBdge (7, E')
foreach fhiose V7 affecred by E do
UpdateNode (E. V)

endcl
end
end
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If BackOrifice 1s detected
Then Victirmm state 1s activated highly.

If exploit of weight w initiates from sel
Then Attacker state value i1s increased by .

If Victim state 1s activated highly and
Attacker state 1s activated highly and
:iTiTactéa-a.te:] - I"PII:TGC#_:,-L.G#E:]

Then Stepping Stone state 1s activated highly.

If ftp connection to host n is detected and
Victin(n) = high and
Tftp _ Ta ctzera teI:I;'-'r:] - I_.-[*:',?nf.it

Then Af filiated state value 1s activated medium.
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input : Evidence graph 7, initial seed node #g and
distance threshold

output: The group of nodes growup

heoin
o — g3
neighbors «— @
candidates «— {0
repeat
foreach node v in the ser group do
neighbors +— FindMNeighkhour (. v):
candidates — candidates ) neighbors;
e
foreach node v in the sert candidates do
v.distance +— GetDistance
(v, group);
endd
new —RankCandidates (candidates., d);
Growp «— growp ) new;
until no new member is found:
end
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Attacker 192.168.21.3
Stepping Stone 1 | 192.168.25.3
Stepping Stone 2 | 192.168.22.4

Victim 192.168.23.4
FTP Relay 192.168.24.4
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BUYES

Rk

1.

Samba remote buffer overflow attack against stepping
stone 1 from attacker.

Download attack tools from fip relay to stepping stone
] and start an Netcat backdoor on stepping stone 1.

Windows DCOM remote buffer overflow attack
against stepping stone 2 from stepping stone 1.

Dow nload attack tools from fip relay to stepping stone
2 and starts a backdoor on stepping stone 2.

Frontpage Server 2000} buffer overflow attack against
the victim from stepping stone 2.

Download backdoor program from fip relay to victim
and starts backdoor on victim.

Transfer data from the victim to the fitp relay and close
backdoor connections.

Jun 2006

Liu Xin, PKU



X 25 EUE 53 AT AH DG S

TR UES R UESE &

e
mn ar
114 Lk
! » I ‘
e
| L
vy b nE
I
- : ey b I
-*.---.ﬂ
=
5 L - i
| b B b mime T
o L T e~ T R, =T S S,
B [ 0% e, eemas, % oERGEmE——m T T mowoam
PEEEE L
iy
wew) | Lo Y|
E " = |.-'\.|I-"|

Jun 2006 Liu Xin, PKU



—

|—a

_a

Y 5% L
- Bk A

—aA

H =

ST A e

A\

VA

A

182163.24.4 183 168 33 4
" fsilepl 22 B baifes coosrPiony ateck 15 L -
B, Reper 1 H HEEZ 167,132
" I
] pewamaged shedll 271
e coosrfiorss 10
Fptiops W apel e Fed 19 AT TS
ApEp 16 ¥
182.168.271.5 felepl 187 B2 AGE 22 4 B8 150155, 191
Aphipt 17 - T -‘\-i'pmlul'rbl b -]
T Hf*qub-'lT'lﬁ:.I: " H" wropamar chall 17 ST AT, 1884
Azsicp) 24
1B 148 2186 e wah oasck 4
R el wah sHack 3
attadk 3
Ptk besidas § fy £3. 240,304, 200
L2500, 215 443
posihl bachdno 3
Bplcpl 27 : .
enclankifmd] 3 eicp 28 g .ll‘. 186,32 6
= bk, ool | 5
Fpfeegy 7 N
upcliceiied 26 | | Dckssifed 8
BB T o
HIE 1.3 'li:ll-._hF 13 [TEFS FEES S
Aplcpt 25

‘I':".'.Ill'l.i 1.}

Jun 2006

Liu Xin, PKU



X 25

A Hi-

Efﬂ nuﬁ

4T S

Host degree AT W1 58 AF
192.168.22.4 12 (.85 0.85 0.87 0.84
|92, 168.25.3 12 (.85 0.80 0.94 0.84
192, 168.21.3 11 () 50 O O 084
192, 168.23.4 & [ 69 085 O 0.82
192, 168.24.4 3 O O O 0.84
192, 168.22.6 4 (.85 050 O (¥

129.186.215.40 2 O O O 0.81
129.180.215.41 L O O O 0.69
92, 168.21.5 L O O O 070
192, 168.21.6 L O O O 070
20717116648 L O 0.67 O ¥
207.171.175.22 L O 0.67 I} (¥
66 150,153,111 L O 0.67 r ¥
216.52.167.132 L O 0.69 I} (¥
63.240.204. 202 L O 0.71 I} (¥
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Ho=st | Haost 2 [ristance
192 168.25.3 192 168.22.4 0.23
192 168.21.3 192 168.25.3 0.24
192 168.23.4 192 16568.22.4 .43
192, 168.23.4 192 16824 4 .59
192 168.21.3 129 18621540 0.67

53240 .20, 202 192 168.22.6 I.11
192 168.21.3 192 168.22.4 .18
192 168.21.6 192 168.22.4 .19
192, 168.22.4 192, 168,24 .4 .19
192 168.21.5 192 168.22.4 .19
192 168.21.3 192 168.24.4 .25
192 168.23.4 21652167132 .25
192, 168.21.3 29 186.215.41 1.27
192 168.25.3 192, 168,24 .4 1.27
192 168.22.06 207.171.175.22 .43
192 168.22.0 20717 1. 16648 .43
192 168.22.06 Go 150153111 .43
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